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Executive Summary 
 

Background Information  
At the request of the County Administrator, the Clerk & Comptroller’s Department of Inspector 
General (IG) conducted an inquiry of reported document shredding that occurred at the Central 
Permitting locations in New Port Richey and Land O’ Lakes on March 26, 2018. An anonymous 
tip was reported to the Clerk & Comptroller and the County Attorney’s Office which alleged 
management was behind closed doors shredding official documents at both locations. The basis 
of the allegation was that there was a large amount of documents shredded by the Central 
Permitting Manager, who had a personal relationship with an employee that resigned from 
County employment the business day prior. 
  
When the inquiry was initiated, the Clerk & Comptroller recommended the County Administrator 
place the Central Permitting Manager (Manager) on paid administrative leave and restrict 
access to the buildings and computer systems until the inquiry was completed. The County 
Administrator informed the Clerk & Comptroller that he intended to temporarily assign the 
manager to report to a different building to work on a separate project. When the IG team later 
entered the building to interview the Manager, they saw that the Manager’s Administrative 
Secretary II and the Program Administrator were in an office with the Manager upon their arrival. 
The IG could not determine if the presence of the Manager interfered with interviews that were 
conducted during the inquiry process. 
 
The Pasco County Sheriff’s Office was also contacted to assist with the inquiry, to determine if 
there was potential criminal activity. Based on the interviews conducted by the Sheriff’s 
Economic Crimes Office, the Detective concluded that he could not determine any obvious 
criminal activity.  
 
Documentation was retrieved between March 26, 2018 and March 28, 2018 from the recycling 
bins located in a public area near the Central Permitting Office in New Port Richey. The IG 
reviewed and documented the contents inside the recycling bins. The majority of the documents 
retrieved were employment applications which contained Personally Identifiable Information 
(PII). The PII included: name, address, driver license number, and/or social security number. 
 
The IG conducted interviews and follow-up interviews with management and staff. According to 
staff in New Port Richey, the first page of the employment applications were removed and 
shredded. However, a total of 462 employment applications were not disposed as described in 
the interviews. The first page of each application contained sensitive and/or protected PII and 
was not shredded. 
 

Objective 
The objectives of the inquiry were as follows:  
 

• Determine who shredded or disposed documents at the Central Permitting locations in 
New Port Richey and Land O’Lakes on March 26, 2018.  
 

• Determine what types of documents were shredded and/or disposed at the Central 
Permitting locations in New Port Richey and Land O’Lakes. 
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• Determine if documents were properly disposed in accordance with the County’s Record 
Disposal Policy. 

 

Scope and Methodology  
The inquiry period was March 26, 2018 through March 28, 2018. The interviews were conducted 
between April 2, 2018 and April 5, 2018.The nature and scope of the inquiry was intended to 
determine what documents were disposed, and if the documents were properly disposed.  
 
Although the audit team exercised due professional care in the performance of this inquiry, this 
did not mean that unreported noncompliance or irregularities did not exist. The deterrence of 
fraud, and/or employee abuse was the responsibility of management. An inquiry alone, even 
when carried out with due professional care, did not guarantee that fraud or abuse was 
detected. The inquiry was neither designed nor intended, to be a detailed study of every 
relevant system, procedure, or transaction. 
 
To achieve our objectives, the procedures performed included, but were not limited to, the 
following: 
 
• Contacted the Pasco County Sheriff to assist with the inquiry. 

 
• Reviewed Florida Statutes and the County’s internal policies and procedures related to 

record disposal. 
 

• Obtained and reviewed the Records Retention Training Sign-in Sheet.  
 

• Retrieved documentation from the recycling bins located on the 2nd floor of the West Pasco 
Government Center. 
 

• Reviewed and documented the contents disposed in the recycling bins. 
 

• Contacted Pasco County Human Resources and obtained supporting documentation.  
 

• Obtained copies and reviewed written statements by seven Development Services staff 
members. 

 
• Conducted and documented interviews and follow-up interviews with management and staff. 

 

Statutory Authority and County Guidelines  
To conduct this inquiry, the Department of Inspector General relied on the following authoritative 
guidelines to serve as criteria: 
 

• 2017 Florida Statute, Chapter 119- Public Records 
 

• State of Florida’s General Records Schedule GS1-SL for State and Local Government 
Agencies, August 2017 
 
 

 
 

Pasco County Clerk & Comptroller   Page 3 of 14 



Pasco Clerk & Comptroller  Improper Records Disposal 
 

 

• Pasco County Administrative Policy #100-11, Proper Disposal of Official Records, 
7/22/2015 
 

• Pasco County Administrative Policy #600-07,  Information Security Personally 
Identifiable Information, 05/03/2017 
 

• Pasco County Career Service Manual, section B2.05 Employment of Relatives, rev. 
04/08/1994 

Results 

Pasco County Sheriff’s Office Investigation 
Based on the interviews conducted by the Pasco County Sheriff’s Economic Crimes Office, the 
Detective concluded that he could not determine any obvious criminal activity.  
 

Department of Inspector General Inquiry 
Based on the results of the inquiry related to the shredding that occurred on March 26, 2018, 
the following was noted: 
 

1. The majority of the documents retrieved from the recycling bins between March 26, 2018 
and March 28, 2018 were employment applications. There were also meeting agendas, 
building/construction plans, working draft copies, emails, handwritten notes, and other 
miscellaneous items.  

 
o Included in the handwritten notes found in the recycling bins, was the cell phone 

number of a County Commissioner. 
 

o There were two emails that reflected information protected under the Health 
Insurance Portability and Accountability Act (HIPAA). One of those emails included 
specific detailed data of the insured (DOB, Group #, Policy #).  

 
2. There were 474 employment applications from approximately 421 different applicants 

retrieved from the recycling bins. Of the 474 employment applications, 462 had the first 
page attached or present that included PPI. The IG verified with Human Resources that 
the job numbers reflected on the applications were related to Central Permitting. 
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Position 

Number of 
Applications 
w/1st Page 

Development Review Technician 21 
Administrative Secretary 76 
Customer Service Specialist II  165 
Customer Service Specialist III  122 
Permit Technician 78 
  

 
  Total 462 

 
3. A total of 187 documents with protected PII were retrieved from the recycling bins, which 

included copies of social security cards, copies of driver licenses, printed social security 
numbers, and printed driver license numbers. The table below represents the application 
type and the number of applications with sensitive and confidential information:  
 

a. 114 of 462 applications with the first page present reflected driver license 
number, that when combined with the other information on the page and the 
application, qualified as protected PII, and were exempted from public disclosure. 
(Exhibits 1 and 2) 
 

b. There were 73 documents that reflected either: a copy of the applicants Driver 
License, Social Security Card, a signed release with the Driver License number 
written on it, or a signed release with both the Social Security number and Driver 
License number written on it. One application also included a copy of a DD Form 
214, and another included a copy of a diploma.(Exhibits 3,4, and 5)  
 

 

Position 

Driver License 
Number on 1st 

Page 

# Docs with SS 
Card/DL/DD Form 

214/Signed Releases Total 
Development Review Technician 19    2 21 
Administrative Secretary 0 31 31 
Customer Service Specialist II  0 19 19 
Customer Service Specialist III  95 0 95 
Permit Technician 0 21 21 

    Total 114 73 187 
 

 

Interviews  
 
The IG conducted 16 interviews with 14 different employees on 04/02/2018, 04/03/2018, and 
04/05/2018. Based on the interviews, the following was noted: 
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1. The allegation regarding the shredding at the Central Permitting location in Land O’ 
Lakes was taken out of context, and was not associated with the shredding reported in 
New Port Richey. The Central Permitting Supervisor at the Land O’ Lakes Office stated 
she was shredding copies of scanned documentation after the originals were sent to 
Financial Services. The employee who made the comment about shredding in Land O’ 
Lakes informed the IG that her comment was taken out of context by other County 
employees. 
 

2. According to the Central Permitting Manager (Manager) the shredding took place in New 
Port Richey because the department was getting different office furniture, and the 
County Trustees were scheduled to move the furniture later in the week. The office had 
to be cleaned out prior to the move. The Director of Building Construction Services 
(Director) stated that because of the noise, she instructed staff to close the door while 
the office was being vacuumed. 
 

3. The Manager and the Administrative Secretary II (Secretary) stated they were the only 
two who shredded documents at the Central Permitting location in New Port Richey. The 
shredding continued throughout the day, as time permitted.  
 

c. The Manager and the Secretary stated hundreds of old employment applications 
were disposed.  
 

d. According to the Secretary, agendas from past meetings and other out dated 
materials were also placed in the recycling bins. 
 

4. The Manager and the Secretary explained applications were saved and stored for six 
months for record retention purposes and future employment openings.. They stated 
they destroyed old applications to reduce the amount of documents stored in the 
furniture scheduled to be moved later in the week. They described the process of 
disposing the applications in the following two steps: 
 

a. The first page of the application was removed and shredded because it reflected 
sensitive information. 
 

b. The rest of the application was placed in stacks, and the stacks were then put 
into recycling bins. 

 
o The Secretary stated that she carefully examined all applications with 

paperclips because those applications had copies of the applicant’s driver 
license, social security card, and signed releases with social security 
numbers written on them. She reiterated her understanding of the importance 
of making certain no sensitive information was put in the recycling bins.  
 

5. The Secretary stated the Manager instructed her to place some employment 
applications in the recycling bin, but she did not verify if the first page of each application 
was removed.  

 
o However, the Manager stated she did not instruct anyone to put employment 

applications that she processed in the recycling bins. 
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6. The Assistant to the County Administrator stated that on 03/26/2018, she instructed the 
Development Services Program Administrator (Program Administrator) and Assistant 
County Administrator to stop shredding.  

 
o However, the Manager stated no one instructed staff to stop shredding. 
 

7. The Assistant to the County Administrator stated the Program Administrator told her the 
Manager and Building Construction Services Director (Director) were shredding.  

 
o However, no one else interviewed saw the Director shredding. 

 
8. Without request from the Sheriff’s Office or the IG, seven written statements were 

prepared by staff, submitted to the County HR director, and forwarded to the IG The HR 
Director informed the IG that she requested written statements from staff explaining what 
they observed on 03/26/2018.  

 
o However, the Development Review Technician (DRT) interviewed stated that 

the Manager asked for a written statement.  
 

o The Secretary stated the Program Administrator requested the written 
statement.  

 
o The Program Administrator stated that no one asked her for a written 

statement; she just thought a statement should be written. 
 

9. The Secretary and Senior DRT wrote a statement that included the Manager was 
shredding employment applications.  
 

o However, both stated they saw the Manager shredding, but did not witness 
what types of documents were shredded.  

 
o The Senior DRT was told by another employee that old applications were 

shredded, and she said that was why she wrote it in her statement.  
 

10. The employees interviewed were not aware of the Record Disposal Policy or that 
sensitive information was required to be burned in accordance with County policy.  
 

• According to the Records Retention Training Sign-in Sheet, 37 employees 
attended the record disposal training on August 3, 2017 and August 4, 2017. 
  

o The IG verified that the 14 employees interviewed did not attend  the 
training. 

 
The interviews also revealed other concerns within the County and the Central Permitting 
Department. These concerns were outside the scope of this inquiry, but were important enough 
to bring to the attention of Management 

 
1. The interviews revealed the furniture was moved around because the new accountant 

needed a desk.  
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• The Senior DRT confirmed that the new accountant was her son. 

 
o This was a violation of the Career Service Rules and Regulations, section 

B2.05.  
 

2. During the interviews, several employees mentioned there was a “mean girl” group that 
caused problems. Employees stated this group had an alleged “hit list” with pictures of 
management, which were marked with an X when they left County employment.  
 

• However, the employees interviewed did not see this list. 

Conclusions 
 
The documents retrieved from the recycling bins did not support the statements provided by 
County Staff. The IG concluded 187 records found in the recycling bins were in violation of the 
County’s Proper Disposal of Official Records Policy and/or the County Information Security 
Personally Identifiable Information Policy. According to the County’s Disposal of Official Public 
Records Policy, all documents containing confidential materials, including medical information 
and social security numbers, should have been burned.  
 
The PII disposed in the recycling bins in an area with public access could have been easily 
viewed, stolen, or used by an unauthorized person. As a result, there may have been a security 
violation that requires further action. Pursuant to the Information Security Personally Identifiable 
Information Policy, the IG reported this incident to the County Information Technology Security 
Officer.  
  
The IG verified the statement about the shredding at Central Permitting in Land O’ Lakes was 
taken out of context. There were no statements or documents provided to the IG that associated 
shredding in Land O’ Lakes with shredding in New Port Richey. As a result, the IG could not 
determine what documents were shredded in Land O’Lakes. 

Recommendations 
 
The Inspector General recommends: 
 

• Management follow up with the County’s Security Officer regarding the breach of PII, 
and determine if further action is required. 
 

• Management take disciplinary action for the violations listed above pursuant to the 
Pasco County Information Security Personally Identifiable Information Policy. 
 

• Management provide record disposal training to all staff to ensure documents were 
secured, retained, and disposed of in accordance with County policies and applicable 
laws. 
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• Management review and update the Career Service Manual, Employment of Relatives 
policy to include more restrictions for employment of relatives. The IG recommends 
restrictions on relatives working in the same department, the same building, and for the 
same Assistant County Administrator. Furthermore, related individuals should not audit 
or review in any manner a relative’s work. This may help reduce the appearance of or 
allegations of favoritism, and conflicts of interest. 
 

• Management should consider utilizing independent coaching or counseling services to 
work towards unifying the department to reduce the tension and divisiveness that 
appears to exist in the Building Construction Department. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

Pasco County Clerk & Comptroller   Page 9 of 14 



Pasco Clerk & Comptroller  Improper Records Disposal 
 

Appendix 
 

Exhibit 1 
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Exhibit 2 
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Exhibit 3 

 

 

 

 

 

 

 

 
 

Pasco County Clerk & Comptroller   Page 12 of 14 



Pasco Clerk & Comptroller  Improper Records Disposal 
 

Exhibit 4 
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Exhibit 5 
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